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Manual setup L2TP over IPsec for Windows 11

> Procedure to set up L2TP/IPsec

> Procedure to login into L2TP/IPsec

> Procedure to disconnect from L2TP/IPsec

> Procedure to uninstall L2TP/IPsec

» Procedure to set up L2TP/IPsec

1. Open (Right click) Network on Taskbar

2. Go to Network & Internet settings

3. Go to VPN
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ﬁ Diagnose network problems
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4. Click Add VPN

Network & internet > VPN

VPN connections q Add VPN
Advanced settings for all VPN connections

Allow VPN over metered networks On e

Allow VPN while roaming On e
Related support
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Setting up a secure VPN connection

Setting up a VPN

i@ Gethelp
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5. Set the following settings:
5.1 VPN provider: Windows (built-in)
5.2 Connection name: KMUTTVPN
5.3 Server name or address: vpn.kmutt.ac.th
5.4 VPN type: L2TP/IPsec with pre-shared key
5.5 Pre-shared key: kmutt.ac.th
5.6 Type of sign-in info: username and password
5.7 Username (optional): username.sur (Ex. username.sur or 6xxxxxxxxxx)
5.8 Password (optional): ********xxx** (came as email password)
5.9 Click Remember my sign-in info

5.10 Click Save
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6. Go to KMUTTVPN

7. Go to Advanced options

Add a VPN connection

VPN provider

Windows (built-in)

Connection name

KMUTTVPM

Server name or address

vpn.kmutt.ac.th

WPM type

L2TP/IPsec with pre-shared key

Pre-shared key

kmutt.ac.th &

Type of sign-in info

Username and password

Username (optional)

username.sur

Password (optional)

a Remember my sign-in info

Save Cancel

Network & internet > VPN

VPN connections
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8. Go to Edit at More VPN properties

Network & internet > VPN > KMUTTVPN

Connection properties

Edit ~
Connection name KMUTTVPN
Server name or address  vpn.kmuttacth
Type of sign-in info Username and password
Username (optional) username.sur
Password (optional)
Clear sign-in info Clear
Proxy settings for this VPN connection Edit
More VPN properties 8 Edit

9. Go to Security
10. Set the following settings:

10.1 Click (+) Allow these protocols

10.2 Click [/] Challenge Handshake Authentication Protocol (CHAP) and Microsoft CHAP Version 2
(MS-CHAP v2)

11. Click OK

KMUTTVPN Properties 9
General OptionsNeb:\rorking Sharing

Type of VPN:
Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec)

Lv

Advanced settings
Data encryption:

Optional encryption (connect even if no encryption)
Authentication

() Use Extensible Authentication Protocol (EAP)

Properties
10,1 OAIIowmese protocols
["]Unencrypted password (PAP)
B Challenge Handshake Authentication Protocol (CHAP)
10.2 B Microsoft CHAP Version 2 (MS-CHAP v2)

[ JAutomatically use my‘mndows logon name and
password (and domain, if any)
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» Procedure to login into L2TP/IPsec

1. Open Network on Taskbar

2. Go to VPN
o b 3 > 0P
KMUTT-Secure Bluetooth Airplane mode
2 .
v
%> @ > ©
Accessibility VPN Energy saver
O. ®
¢ ® DA
@ 96% 3
s o FocusT BRI R OE@ # FTT00%
11:05
(i) = F/
A s & Gl T DD N 000

3. Choose KMUTTVPN and Connect
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> Procedure to disconnect from L2TP/IPsec

1. Open Network on Taskbar

2. Go to VPN

3. Click Disconnect

Computer Center, KMUTT

2 > 3 > e
A56 Bluetéoth Airplane mode l
r4 L]
v
%> 0 > [}
Accessibility KMUTTVPN Energy saver
O. 2]
< ® =
@ 96% X,
s Ly Focus  EET R E® B +100%
~ o ) L 11:16
A e @ EINGL D@ 08005
1
& VPN
@ KMUTTVPN
Connected
3 Disconnect
More VPN settings
Is O FocusTTTEET TTENTT E@ ¥ 0%




> Procedure to uninstall L2TP/IPsec

1. Open (Right click) Network on Taskbar

2. Go to Network & Internet settings

4 Diagnose network problems
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Wiew all network adapters, network reset

4. Choose KMUTTVPN profile, must be disconnected

5. Click Remove

Network & internet > VPN

VPN connections

Add VPN
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