My Sign
System

PERSONNEL KEY
DISTRIBUTION
SELF-SERVICE




AD / KMUTT Login

: Digitalsignature - Portal
EIP #1
Database
NAT To EIP#1 Application MariaDB
TGP 80/443 > Reverse Proxy (PHP) +Employes OpenSSL
+Audit log
| +etc.
.{—
Internet

https/mysign.kmutt.ac.th
https/mysign-crl.kmutt.ac.th
https://mysign-ocsp.kmutt.ac.th

Digitalsignature - crl
EIP #2
MNAT To EIP#2
» Reverse Proxy OpensSSsL
TCP B0/443

Digitalsignature - ocsp
EIP #3
NAT To EIP#3

> ~

TCP 80/443
Reverse Proxy OpensSL
A

Firewall




User Story

e Download Root Certificate
e Create Personnel Key
e Revoke Personnel Key
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Download Root Certificate

W‘ 4 UTT User Certificate = Root CA /[ Intermediate CA Certificate AuditLog ~ Manual XL Nontawat Junsane ~
My Signature (nontawat.jun)

Root CA

Thai University Consortium Certification Authority

L SHA-1 Finger it iiSsedieseisfsssiieiniinsisiiiymsiifiioiminio S
SHA-256 Fingerprint: ‘i
Valid From: 2020-03-25 20:30:17+07:00
Valid To: 2030-03-25 20:30:17+07:00

Download Root CA

*This is the Root CA Certificate that needs to install and trust in your software [ operating system.




Create Personnel Key

[jtﬁ' KMUTT ‘] User Certificate Root CA [ Intermediate CA Certificate Audit Log Manual A Nontawat Junsane ~
My Signatur. (nontawat.jun)

Create Your Digital Signature

Generate Private Key and Sign Certificate

Recommend for General User

Provide My Own CSR (Certificate Signing Request)
For Advanced User Only




Create Personnel Key

Audit Log Manual 2 Nontawat Junsane ~
(nonmtawat.jun)

i KMUTT

[jtﬁf . User Certificate Root CA [ Intermediate CA Certificate
My Signature

r

Generate Private Key and Sign Certificate

Recommend for General User

Choose PKCS 12 Encryption Password

Password Security Requirements: *This is not your Personal ID*

At least 8 characters . . :
Contains uppercase and lowercase letters **This password used to decrypt your private key. Consider a secure password™
P =*You'll need to enter this password in Adobe Acrobat on Document Signing Process

Contains numbers
PKCS12 Password PKCS12 Password a

Confirm Password Confirm Password o

Please Enter Password

EhE




Create Personnel Key

[_(TIFI' KMUTT User Certificate Root CA [/ Intermediate CA Certificate Audit Log Manual A Nontawat Junsane ~
My Signature (nontawat.jun)

User Certificate and Private Key In PKCS #12 Format

Montawat Junsane

h SHA-1 Fingerprint: iy

S H A~ 2 516 F N e 1 1 1 e E——
Valid From: 2023-07-08 16:30:45+07:00 Download PKCS#12 .p12
Valid To: 2024-07-07 16:30:45+07:00

This file contains your private key which is sensitive information, Do not lose or expose this file to public.
PKCS#12 .p12 can imported into Adobe Acrobat

User Certificate

Montawat Junsane

SHA-1 Fingerprint: Eniaieie i

SHA-256 Fingerprint: s -
Valid From: 2023-07-08 16:30:45+07:00

Valid To: 2024-07-07 16:30:45+07:00

Download Certificate




KMUTT 1 Usercentificate Root CA f Intermediate CA Certificate Audit Log Manual X Nontawat Junsane ~

(nontawat.jun)

Blﬁf My Signatur.

Nontawat Junsane

SHA-1Fi int: (e i -re
ingerprin ' ] ) o B Download Certificate

SHA-256 Fingerprint: =
Valid From: 2023-05-10 16:18:05+07:00
Valid To: 2024-05-09 16:18:05+07:00

User Private Key

This file contains your private key which is sensitive information, Do not lose or expose this file to public. Download Private Key

Certificate Revoke

This will revoke your current private key / certificate. 2
U ith tion. s
s€ with caution Revoke My Certificate

Your existing certificate will not be able to signed new documents.

Revoke Personnel Key y N
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FEATURED

NOTIFICATION

NOTIFICATION BEFORE EXPIRATION

Via MOD LINK Pro Application before
e 1 Month
e 1 Week
e |1 Day
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KMUTT Digital Document Rollout Plan
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