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Requirement
- Public IP *nngiaunnsidunu Certificate Authority uan LAN / Wuduinasidn
- Docker
- Folder univ-ca uu Docker Host

BoasumuAlioveanu Thai University Consortium fiuVie 3. 1azn Thai University Consortium Tgioon
Certificate d&1SUTKENWUKIANE1Gu10U Intermediate Certificate Authority TKTguUISBUSOBIIED

M098N Folder univ-ca NonaadwsoulEau

Name

v i certs 2 Folder

Q univ-ca.cert.pem \ 2 KB printable encoded archive

v [l crl
B crinumber
v [l csr
R index.txt day Zero bytes Plain Text Document
v [ newcerts Folder
v [ pkcs12 ay 22: -- Folder
v [l private \ Folder
B univ-ca.key.pem | 22:1¢ 3 KB printable encoded archive
B serial

Twansudulsnn

- Juniv-ca/certs/univ-ca.cert.pem AolWd Certificate Ain1J Thai University Consortium T6iinAs Signed
dunduulifenn CSR Annisaulu

- /univ-ca/private/univ-ca.key.pem AolwWa Private Key r‘ilswas“wmurjﬁa
Tnus:uu:1GA3Fiouliaodlwal 1a:aodlw&l Match AuFe9: Start Container iWoluulgidSe
doulwdiia: Folder 3uq KnlUGTUIDUTs s:uuv:adwiiiounou Start Container

Docker Image

https://hub.docker.com/r/innovasive/digitalsignaturecaserver



Services Port on Docker Image

Docker Host (Linux Server)

-

Certificate Revocation Check (OCSP Protocol)

a { » TCP 80 A&
Certificate Revocation Check (CRL) -

=) o docker

User

Issue Certificate
Revoke Certificate

: (RESTYul API) innovasive/digitalsignaturecaserver
| [ ] < » TCP 8080 /

Admin Application

TCP Port 80

dnsuTRUSNNS Service 118U User / Client 1831 Certificate AloonlU9n Certificate Authority Gniwnnau
(Revoke) 1801898vn08 Online Certificate Status Protocol (OCSP)

TCP Port 81

d1nsuTRUSNNS Service d1MSU User / Client 1831 Certificate AloonlU9n Certificate Authority Gniwnnau
(Revoke) 1801308un08 Certificate Revocation List (CRL)

TCP Port 8080

dnSUlK Application n8o Admin ousio WuN1 AP Ing9:=au1snnouAU Certificate Authority dlsiuaunay
Restful API [ngdwdin1siduulnainionans APl Documentation



Config Docker Image (CA) By .env File

n1sAA CRL la: OCSP URL

MsauATII0uv:siodAvANNaunasigunu Certificate Authority IWooon Certificate IWS1:A1 URL vod
CRL lla: OCSP 9:0ntNIUTu Certificate AoonlUiWioli Client aunsnidousionduundouniuaniu=nsiin
nau Certificate Tila:naunnsoon Certificate TUN& URL nsalingnilil3Tu Certificate AliagngoonlUndoo:
Tuanusnilasuls

&l Docker Host (Linux Server)

Certificate Revocation Check (OCSP Protocol) v/ TCP 80

g
; Certificate Revocation Check (CRL)

E——) > docker

User

9nlunwiguu Ao Server A Run Docker Image Gogil IP Address 123.123.123.123 uaunsnasny
Base URL vou CRL ia: OCSP Teigwl

OCSP_BASE_URL=http://123.123.123.123
CRL_BASE_URL=http://123.123.123.123:81

IsiItiou9n URL T8 IP Address 10udouus:neuniniinisideu IP Address Certificate NIHUARDONAN
s=uue:TuawsniBaliisrgnivnnaundondedudnsiold Suu=UnKTEHdu Domain Name Buo:=gniaaidu IP
Address Ingdnlulfnoes:uu DNS la:0na1u&ssvuinladunanld IP Address nsue

TumooEg199:N1N1s Config DNS vod Domain innovasive.co.th [ng9:18
Sub-Domain ca-poc.innovasive.co.th AUARKIKUSNS DNS TneETUR IP Address 123.123.123.123

DNS management for innovasive.co.th

Review, add, and edit DNS records. Edits will go into effect once mport and Export - 4 Dashuoard Dnsplay Sexbngs

saved.

Search DNS Records

‘ ¥ Add filter

‘ Q H Search H © Add record

ca-poc.innovasive.co.th points to 123.123.123.123.

Type Name (required) IPv4 address (required) Proxy status TTL
‘ A ‘ v ‘ ‘ ca-poc.innovasive.co.th ‘ ‘ 123.123.123.123 ‘ & DNS only Auto v ’

Use @ for root

TusioegiTE Cloudflare 10U DNS Provider Ingnnni&inu Cloudflare TUANNSTNg UVOUS=UU Proxy / CDN vod Sub-domain U Uaiuiuéu)



NAEoUAUNNABIVEY Sub-Domain Ineld Command nslookup AuadwsvedoWnIASU9IN DNS Server

.innovagive.co.th
.th

C:\Uzgersh\Administratorsg

HAVRINEWAN DNS 18uUSo8Fiaiunsnadny Base URL vou CRL la: OCSP Taaud

OCSP_BASE_URL=http://ca-poc.innovasive.co.th
CRL_BASE_URL=http://ca-poc.innovasive.co.th:81

TneliunANKanGIUTEISTuTWE .env IWol584li Docker Container Tu Command mousu Docker Container

.chakree@Chakrees-MacBook-Pro ~ % cat .env
OCSP_BASE_URL=http://ca-poc.innovasive.co.th
CRL_BASE_URL=http://ca-poc.innovasive.co.th:81

chakree@Chakrees-MacBook-Pro ~ %




- N"SAYAN Passphrase d1nSusu Private Key Vou Intermediate Certificate
Authority

Tuﬁumoumuejﬁa\la\]m\] Thai University Consortium 9:01A&810 Private Key vou Intermediate Certificate
Authority Tng OpenSSL 2:1Ha$usHatinudnsurinsiia Private Key (Passphrase) IWonouUaonsie
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2. mM3a3 Intermediate CA

2.1. @¥a directories wag files N1y

mkdir univ-ca

cd univ-ca

mkdir certs crl csr newcerts pkcs12 private

chmod 700 private

touch index.txt

echo 1000 > serial

echo 1000 > crlnumber

openssl genrsa -aes256 -out private/univ-ca.key.pem 4096
chmod 400 private/univ-ca.key.pem

DDLU

* Intermediate CA fla1g 10 ¥ msiswaruiaoasiudmiy private key
Tnernsiaunasidanusio Docker Image Suliiooon Certificate 9110uUv:FodldsHaMOTIRAU Docker Image U
iWounlUsnu Private Key 1d0rinns Sign Certificate T4
Inorinnnss=uylu .env file IUMINSAaLINUAD password 9:a1sna& 1 config Tamad
CA_PRIVKEY_PASSWORD=password

TneliunANKanGIVTETSIUIWE env IWal3aal Docker Container Tu Command nousu Docker Container

chakree@Chakrees-MacBook-Pro ~ ¥ cat .env
OCSP_BASE_URL=http://ca-poc.innovasive.co.th
CRL_BASE_URL=http://ca-poc.innovasive.co.th:81

CA_PRIVKEY_PASSWORD=password

chakree@Chakrees-MacBook-Pro ~ %




- NSAVAT API KEY d1Su API Al Port 8080 veu Docker Image

TCP Port 8080 2:10u HTTP API Server d118UlK Application Ko Admin Bousio taun1y API Tngi9:a1u1sn
AJUAW Certificate Authority GlsiUN" Restful API Ingddenasigaulionnionans API Documentation
Bu9:6ouiins Authenticate API 6108 Static API Key Tu HTTP Request Header (X-INNOVASIVE-API-KEY)
$99:a01SnAVAN API Key GISTu .env File

Tnelusoaen9e:18 API Key developmentkey 9:a1U1snasn config Teiaad

API_KEY=developmentkey

TneliunANKanGIVTETSIUIWE env IWal3aal Docker Container Tu Command nousu Docker Container

.chakree@Chakrees-MacBook-Pro ~ % cat .env
OCSP_BASE_URL=http://ca-poc.innovasive.co.th
CRL_BASE_URL=http://ca-poc.innovasive.co.th:81

CA_PRIVKEY_PASSWORD=password
API_KEY=developmentkey
chakree@Chakrees-MacBook-Pro ~ %




Start Docker Container Image

Docker Host (Linux Server)

. .

A

E

.env

docker

A

- i _— . bind mount P
innovasive/digitalsignaturecaserver /4

C .

--env-file IAs:y Path vau .env Ann1sas1aumuaiiotvisuu

--volume TAs:y Path Folder univ-ca UuInded urn Folder ogjuan Folder J99Uu awnsnldidu Absolute Path
T6iM%089IU 1IN Folder o¢jA /Users/chakree/digitalsignaturecaserver/univ-ca
awnsns:uildu

--volume /Users/chakree/digitalsignaturecaserver/univ-ca:/univ-ca
M98 NTUV:a1U1snlE command T run docker image TAAUN

docker run -d --restart always --name digitalsignaturecaserver \
--publish 8080:8080 \

--publish 80:80 \

--publish 81:81 \

--env-file .env \

--volume ./univ-ca:/univ-ca \

innovasive/digitalsignaturecaserver:0.1



chakree@Chakrees-MacBook-Pro digitalsignaturecaserver %
docker run -d --name digitalsignaturecaserver \
--publish 8080:8080 \

--publish 80:80 \

--publish 81:81 \

--env-file .env \

--volume ./univ-ca:/univ-ca \
innovasive/digitalsignaturecaserver:0.1

Unable to find image 'innovasive/digitalsignaturecaserver:0.1' locally
0.1: Pulling from innovasive/digitalsignaturecaserver
a880266d3b77: Already exists

0e81258012aa: Pull complete

1blef9a@c36a: Pull complete

3acd653ed0@@6: Pull complete

fe5f9afdd97c: Pull complete

cd24ffcb4blc: Pull complete

d93cel7932f4: Pull complete

5e31d0bb945c: Pull complete

Digest: sha256:a8880f4484391ec@94e6ab293a348ab3ac1545f11ce553f058ee82058ce797c6
Status: Downloaded newer image for innovasive/digitalsignaturecaserver:0.1
33a7bf05d7264b43c15c570f77f2b40cf4dd9cddca4051d@ad7d1b7cc662a403
chakree®Chakrees-MacBook-Pro digitalsignaturecaserver %

WaJ91N Start Docker Image 1S8USosaNSTEANG
Docker ps
IWeoganiu: Container I Ing Contaier Aos9:10uanu: Up

chakree@Chakrees-MacBook-Pro digitalsignaturecaserver % docker ps
CONTAINER ID  IMAGE COMMAND CREATED STATUS

33a7bf@5d726  innovasive/digitalsignaturecaserver:@.1  “sh /app/openssl_sys..”" About a minute ago Up About a minute (healthy) ©.0.0.0:80-81->80-81/tcp, 0.0.0.0:8080->8080/tcp

chakree@Chakrees-MacBook-Pro digitalsignaturecaserver %

N
d

IAMES
igitalsignaturecaserver

aw1sng Log TalnelsAnas

docker logs digitalsignaturecaserver



chakree@Chakrees-MacBook-Pro univ-ca % docker logs digitalsignaturecaserver
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Digital Signature CA API Server for POC by Innovasive Co., Ltd.

Checking if /univ-ca is mounted correctly
/univ-ca is mounted, 0K
/univ-ca/index.txt does not exists, creating empty file...

/univ-ca/crlnumber does not exists, creating file...
/univ-ca/serial does not exists, creating file...
/univ-ca/csr does not exists, creating folder...
/univ-ca/newcerts does not exists, creating folder...
/univ-ca/pkcsl2 does not exists, creating folder...

/univ-ca/ocsp does not exists, creating folder...

Certificate Revocation List (CRL):
http://ca-poc.innovasive.co.th:81/univ-ca.crl

Online Certificate Status Protocol (OCSP):
http://ca-poc.innovasive.co.th

X-Innovasive-API-KEY:
developmentkey

o o o o o o o o o o o o o o o o o o o o o o R R R R R R R R R R R R R R R R R R R

precheck success, starting container
EEEEEEEEEEEREEERRRE R R R Rk

2023-07-04 15:55:58,678 INFO Set uid to user @ succeeded
2023-07-04 15:55:58,679 INFO supervisord started with pid 26
2023-07-04 15:55:59,689 INFO spawned: 'crlcronjob' with pid 27
2023-07-04 15:55:59,701 INFO spawned: 'nginx' with pid 28
2023-07-04 15:55:59,706 INFO spawned: 'ocspserver' with pid 29
2023-07-04 15:55:59,708 INFO spawned: 'php-fpm' with pid 30
STARTING OCSP SERVER

CRL CRON WILL RUN AGAIN IN 1 HOUR
ocsp: waiting for OCSP client connections...
[04-Jul-2023 15:55:59] NOTICE: fpm is running, pid 30




N Container anu:10u Extied n8o Failed mou&y docker ps AANU=AIUISNNSI9E0U Error 61910 Log Vou

Container 15U

chakree@Chakrees-MacBook-Pro digitalsignaturecaserver % docker logs digitalsignaturecaserver
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Digital Signature CA API Server for POC by Innovasive Co., Ltd.

Checking if /univ-ca is mounted correctly

/univ-ca is mounted, OK

/univ-ca/certs/univ-ca.cert.pem does not exists, exiting script
/univ-ca/certs/univ-ca.cert.pem is not readable, exiting script

e o o o o o o o o o o o o o o o o o o o o o o o e R R R R R R R R R R R R R R R R

ERROR: /univ-ca/certs/univ-ca.cert.pem does not exists
ERROR: /univ-ca/certs/univ-ca.cert.pem is not readable

e o o o o o o o o o o o o ol o o o o o o o o o o o o o o o o R R R R R R R

prechecks failure, exiting container
o o o o o o o o o ol o o o o o ol o o o ol o ol o o o o o o o o ol o o o o o o o o o o o R R Rk

chakree@Chakrees-MacBook-Pro digitalsignaturecaserver %

Tusioogl Error Ao
/univ-ca/certs/univ-ca.cert.pem does not exists, exiting script

/univ-ca/certs/univ-ca.cert.pem is not readable, exiting script

Hn1snsovaaulwd Certificate 910og a:gnsiouidusiu 1dorN1s Start Container Tl



nagouasnia:lduu Certificate
- rnnsi API KEY suRlds:ulsTu .env file TuRGA® developmentkey

.
CA Server API A Share % Fork 0 [ Run [3) Save oo
Overview Authorization e Pre-request Script Tests Variables ® Runs

This authorization method will be used for every request in this collection. You can override this by specifying one in the request.

Type API Key v

The authorization header will be automatically generated when you send the

request. Learn more about authorization 2

@ Heads up! These parameters hold sensitive data. To keep this data secure X
while working in a collaborative environment, we recommend using variables.
Learn more about variables 7

Key X-INNOVASIVE-API-KEY
Value developmentkey
Add to Header e

- nmnaoudasny Certificate 108 API issue

"pkcs12_file": "/univ-ca/pkcs12/01.pl12"

@ CA Server APl / Issue B save v VeS|
POST v | (ENDPOIT)fssue |
Params Authorization Headers (9) Body e Pre-request Script Tests Settings Cookies
none form-data @ x-www-form-urlencoded raw binary GraphQL
Key Value Description «eo  Bulk Edit
cn Somchai Jaidee
email somchai@example.ac.th
password test1234
days 30
Key Descriptior
Body Cookies Headers (5) Test Results @ 200 OK 1306 ms 378B [Eﬂ Save as Example  coo
Pretty Raw Preview Visualize JSON v = B Q
1 |
2 "success": true,
3 "code": 200,
4 "serial": "o1",
5 "certificate_file": "/univ-ca/certs/01l.cert.pem",
6 "private_key_file": "/univ-ca/private/01l.key.pem",
7
8



nA&ou List Certificate 9:6i00wu Certificate RIWyaS KL

@iP CA Server API | List Certificates

[E) save v V4

GET v {{ENDPOINT}}/listCertificate
Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
Query Params
Key Value Description eee  Bulk Edit
Key Value Description
Body Cookies Headers (5) Test Results @ 200 0K 31ms 624B B Save as Example  cee
Pretty Raw Preview Visualize JSON v O Q
1 |
2 i
3 "status": "valid",
4 "expiration_date": "230803160900Z",
5 "revocation_date": "",
6 "serial_numbex": "01",
7 "subject": "/C=TH/O=Innovasive POC/CN=Somchai Jaidee/emailAddress=somchai@example.ac.th"
8 i,
9 +
10 "status": "valid",
11 "expiration_date": "240429160205Z",
12 "revocation_date": "",
13 "serial_number": "00",
14 "subject": "/C=TH/O=Innovasive POC/CN=0CSP Signer Certificate"
15 ¥

[
o
=

&

=m



- nmaau Unlw4 .p12 TUTdeululUsiinsusio TuRGe:IETUsINSU Adobe Acrobat fanAs Sign PDF

Find a Digital ID file

Browse for a Digital ID file. Digital ID files are password protected. You

Digital ID files generally s : L >
have a PFX or P12 cannot access the Digital ID if you don't know its password.

extension and contain the —_————————

public key file (Certificate) ‘

and the R | /Users/chakree/Desktop/01.p12 ' Browse
key file.

To sign with a digital ID
available as a file, follow the EVeE the Dipiiss K3 passwortd

prompts to browse and -
select the file and type the - ’
password protecting the . -]
private key.

Create New Digital ID Back Continue

s:y Password RIEnoudy API issue a$ Certificate

Add Digital IDs from a file

The following Digital ID will be added to your list of Digital ID that you can use for digitally signing:

m Somchai Jaidee View Details
@ Issued by: Innovasive Intermediat..., Expires: 2023.08.03 16:28:32 Z

Continue




nA View Certificate IoiAnougnsioy

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

Show all certification paths found

Innovasive POC Root Summary = Details Revocation = Trust  Policies Legal Notice

Innovasive Interme | Somchai Jaidee <somchai@example.ac.th>
b Innovasive POC
Issued by: Innovasive Intermediate POC CA
Innovasive POC
Valid from:  2023/07/04 23:28:32 +07'00"
Valid to:  2023/08/03 23:28:32 +07'00"

Intended usage: Digital Signature, Encrypt Keys, Client
Authentication, Email Protection

® The selected certificate path is valid.

The path validation and revocation checks were done as of 2023/07/04 23:29:20 +07'00"
Validation Model: Shell

nS99&0U Revocation 9:6i0dVusnsd9aeuls na:voya Valid nnéou

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

Show all certification paths found

Innovasive POC Root Summary Details Revocation | Trust Policies Legal Notice
Innovasive Intermd 50 The selected certificate is valid

Somchai Jaidee Details

The selected certificate is considered valid because it has not
been revoked as verified in real-time using the Online Certificate
Status Protocol (OCSP) obtained on-line.

The OCSP Response was signed by "OCSP Signer Certificate”

on 2023/07/04 23:29:20 +07'00" and is valid until 2023/07/04
23:30:20 +07'00"

Signer Details...

Check revocation

@ The selected certificate path is valid.

The path validation and revocation checks were done as of 2023/07/04 23:29:20 +07'00'
Validation Model: Shell




nndaounns Signed PDF

Sign as "Somchai Jaidee"

Appearance Create
Digitally signed by
SOmCh a Somchai Jaidee

Date: 2023.07.04

| Jaldee 233121 +0700

Lock document after signing View Certificate Details

Review document content that may affect signing Review

s:y Password RIEnoudy API issue a$ Certificate



waawsnns Signed PDF 9:6i0d Valid Nukun

B exampledocument_signed.pdf

Home Tools exampledocumen... x

% D B Q 171 M O @ suex -~ S

Certificates 5% Digitally Sign [ Time Stamp £, Validate All Signatures

L‘% Signed and all signatures are valid. Signature Panel
Signatures
Rev. 1: Signed by Somchai Jaidee <somchai@example.ac.th> [GHERFIEREM]
Signature is valid: bl =
Source of Trust obtained from manually imported trusted identity. 1onaINATIY
5 Digitally signed -
Document has not been modified since this signature was applied adicbeienio] S h b gSom):'.h:?i
1PAAINATDY omcachna Yy
Signed by the current user iag Jaidee H
wAAMINATDY . .
e T o S O T ' i Jaidee Dpate:2023.07.04
PAAINATDY E 00" | x|
Signature s LTV enabled 23:31:56 +07'00 =0
PAAINATDY
Signature Details
PAAINATDY I}E

Last Checked: 2023.07.04 23:32:37 +07'00" 5 5
Signature Properties

Field: Signature2 on page 1 EJ

Signature is VALID, signed by Somchai Jaidee <somchai@example.ac.th>.

Click to view this version éb X
Signing Time: 2023/07/04 23:31:56 +07'00"

Source of Trust obtained from manually imported trusted identity.
Validity Summary

The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are allowed
for this document. No other changes are permitted.

S

The document is signed by the current user.

or

Signing time is from the clock on the signer's computer.
Signature was validated as of the signing time:
2023/07/04 23:31:56 +07'00"

Signer Info

The path from the signer's certificate to an issuer's certificate was successfully
built.

The signer's certificate is valid and has not been revoked.

Advanced Properties... Close Validate Signature




nnaou Revoke Certificate

- nmdou Revoke Certificate 729 API revoke

diP  CA Server APl / Revoke B save v Z B
POST v | (ENDPONTrevoke |
Params Authorization Headers (9) Body e Pre-request Script Tests Settings Cookies
none form-data @ x-www-form-urlencoded raw binary GraphQL
Key Value Description «es  Bulk Edit
serial 01
cn Somchai Jaidee
Key Value Descript
Body Cookies Headers (5) TestResults @ 2000k 62ms 195B [3) Save as Example oeo
Pretty Raw Preview Visualize JSON v = O Q
1 |
2 "success": true,
3 "code": 200
4 f |

- nmdou List Certificate 9:A0dwu Certificate ﬁI\T\iJQn Revoke a@nu:idu Revoked

diP CA Server API / List Certificates B save v a5 @
GET v {ENDPOINT/listCertificate ‘ &
Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies <>

Query Params

Key Value Description eee  Bulk Edit
Key Value Descriptio @
Body Cookies Headers (5) Test Results @ 200 0K 29ms 650B B Save as Example  eee
Pretty Raw Preview Visualize JSON v ) @] Q
1 [d |
2 i
3 "status": "Revoked",
4 "expiration_date": "230803162832Z",
5 "revocation_date": "230704163401Z,superseded",
6 "serial_numbexr": "01",
7 "subject": "/C=TH/O=Innovasive POC/CN=Somchai Jaidee/emailAddress=somchai@example.ac.th"
8 3,
9 1
10 "status": "valid",
11 "expiration_date": "240429162817Z",
12 "revocation_date": "",
13 "serial_number": "00",
14 "subject": "/C=TH/O=Innovasive POC/CN=0CSP Signer Certificate"
15 3

16 [ I



nnaauld Certificate A Revoke 1d9riaN1s Sign PDF
2:wudnlijamunsn Sign PDF 10anIdo

Sign as "Somchai Jaidee"

Appearance [@ Create
Digitally signed by
SO mCh a Somchai Jaidee

Error Information 04

The credential selected for signing is invalid

| (& )0'

Lock document after signing cate Details

Review document content that may affect signing Review

iJomsovaouanu: View Certificate Details Tu Tab Revocation 9:wu31 annu: Certificate 16ipn Revoke 1d0

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the sel d entry. Multiple i chains are being displayed because none of the
chains were issued by a trust anchor.

Innovasive POC Root. Summary Details Revocation Trust Policies Legal Notice

Innovasive Interme Ly The selected certificate has been revoked

M Somchai Jaid Details

The selected certificate has been revoked as verified in real-

‘ time using the Online Certificate Status Protocol (OCSP) 'y
obtained on-line.

‘ The OCSP Response was signed by "OCSP Signer Certificate”

on 2023/07/04 23:36:01 +07'00' and is valid until 2023/07/04
23:37:01 +07'00"

- Signer Details... l

Check revocation

@ The selected certificate path is valid.

The path validation and revocation checks were done as of 2023/07/04 23:36:01 +07'00'
Validation Model: Shell
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