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1. Issue Certificate API 

 
Web Services: RESTful JSON 
HTTP Method: POST 

Content Type: x-www-form-urlencoded 
Character Encoding: UTF-8 
 
URL: http://<docker-host>:8080/api/v1/issue 
 
Request Header 
 

No. Parameter Type Size Mandatory Description Example Values 

1 X-INNOVASIVE-API-KEY String - Y API Key Configure in Docker ENV developmentkey 

 

 
Request Body 
 

No. Parameter Type Size Mandatory Description Example Values 

1 cn String 64 Y Common Name of Certificate Somchai Jaidee 

2 email String 64 Y Email of Certificate somchai@example.ac.th 

3 password String 64 Y PKCS12 Encryption Password P@ssw0rd 

4 days Integer 3 Y Certificate Validity Periods in days 90 

 

 
Response Body 
 

No. Parameter Type Size Mandatory Description Example Values 

1 success Boolean 1 Y Response Success Indicator true 

2 code Integer 3 Y Response Code 200 

3 serial String 20 N Certificate Serial Number 1000 

4 certificate_file String - N Certificate File Full Path In univ-
ca Folder  

/univ-ca/certs/1000.cert.pem 

5 private_key_file String - N Private Key File Full Path In univ-
ca Folder 

/univ-ca/private/1000.key.pem 

6 pkcs12_file String - N PKCS12 File Full Path In univ-ca 
Folder 

/univ-ca/pkcs12/1000.p12 

7 errors Array of 
String 

- N Array Content of Strings for Error 
Details 

- 

 
  



Example Response 

 

 
 
 

  



2. Revoke Certificate API 

 
Web Services: RESTful JSON 
HTTP Method: POST 

Content Type: x-www-form-urlencoded 
Character Encoding: UTF-8 
 
URL: http://<docker-host>:8080/api/v1/revoke 
 
Request Header 
 

No. Parameter Type Size Mandatory Description Example Values 

1 X-INNOVASIVE-API-KEY String - Y API Key Configure in Docker ENV developmentkey 

 

 
Request Body 
 

No. Parameter Type Size Mandatory Description Example Values 

1 cn String 64 Y Common Name of Certificate Somchai Jaidee 

2 serial String 64 Y Certificate Serial Number 1000 

 

 
Response Body 
 

No. Parameter Type Size Mandatory Description Example Values 

1 success Boolean 1 Y Response Success Indicator true 

2 code Integer 3 Y Response Code 200 

3 errors Array of 
String 

- N Array Content of Strings for Error 
Details 

- 

 

  



Example Response 

 
 

  



3. Download PKCS12 By Certificate Serial Number 

 
Web Services: File Download 
HTTP Method: GET 
Character Encoding: UTF-8 
 
URL: http://<docker-host>:8080/api/v1/download 
 
Request Header 
 

No. Parameter Type Size Mandatory Description Example Values 

1 X-INNOVASIVE-API-KEY String - Y API Key Configure in Docker ENV developmentkey 

 
Request Parameter 
 

No. Parameter Type Size Mandatory Description Example Values 

1 serial String 64 Y Certificate Serial Number 1000 

 

 
Response Body 
 
In case of success (Certificate Found) 

HTTP Reponse Code: 200 
Request will Return PKCS12 File as File Download 
 
In case of fail (Certificate Not Found) 

HTTP Reponse Code: 404 
  



Example Response 

 
  



4. List Certificates from CA Index Database 

 
Web Services: RESTful JSON 
HTTP Method: GET 
Character Encoding: UTF-8 
 
URL: http://<docker-host>:8080/api/v1/listCertificate 
 
Request Header 
 

No. Parameter Type Size Mandatory Description Example Values 

1 X-INNOVASIVE-API-KEY String - Y API Key Configure in Docker ENV developmentkey 

 

 
Response Body 

 

Contains Array for Certificate Data, each item contains 
No. Parameter Type Size Mandatory Description Example Values 

1 status String - Y Certificate Status Valid, Revoked, Expired 

2 expiration_date String - Y Certificate Expiration Date 230803094143Z 
 

3 revocation_date String - N Certificate Revocation Date 230704095756Z,superseded 
 

4 serial_number String - Y Certificate Serial Number 1000 

5 subject String - Y Certificate Subject /C=TH/O=Example 
University/CN=Somchai 
Jaidee/emailAddress=somchai@example
.ac.th 

 
  



Example Response 

 




